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Abstract

Successful implementation of an Enterprise Resource Planning (ERP) system has many benefits for organizations, while
its failure can have irreparable damage. ldentifying the critical success and failure factors in implementing these systems
seems essential. Therefore, evaluating the risk of implementing the organization’s resource planning before starting the
project is necessary. Failure Modes and Effects Analysis (FMEA) should be assessed and analyzed. Then, for each risk,
risk management strategies are mentioned and prioritized using the TOPSIS method. After categorizing the organization’s
risks in four dimensions of stakeholders, growth and learning, process, and finance and ranking them based on FMEA, it
was determined that the stakeholder dimension is in the first place, which shows the effectiveness of this dimension in
advancing ERP implementation. The second place is given to growth and learning, which can be concluded to what extent
education and knowledge management can reveal their effects on the project. The third and fourth ranks are the dimensions
of process and finance, respectively, which, although the concern of most organizations to implement ERP is the financial
dimension, is in the last rank of the category.
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1. Introduction

The role of information technology in the business activities of companies is expanding rapidly. As the complexity
of products, services and customer expectations increases, compelling market pressures drive companies to use advanced
software to maintain their performance [1, 2]. For organizations to be successful, managers need to have an integrated
system of information. Enterprise Resource Planning (ERP) consists of software packages integrating various functions
and simplifying the flow of information. It is equipped with standard methods and the latest information technology
tools for effective business management of large, small, and medium-sized enterprises (SMEs) [3]. ERP enables the
organization to gain a competitive advantage by storing resources and responding quickly to an ever-changing business
environment [4]. However, using an ERP system is not just a computer project, but a kind of costly and risky investment
that affects the initial processes and support of the company, organizational structure and its processes, existing systems
in the organization and personal plans and tasks of employees [5, 6].

Therefore, to avoid spending a lot of time and money to implement ERP, which may eventually lead to the
implementation of the implementation project and sometimes bankruptcy, it is necessary to provide tools and methods
for managers and experts to prepare the banking network for this issue. This study aims to investigate the challenges of
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operating ERP in the banking network, which is an innovation of the present study. Through this research, it is possible
to identify the indicators affecting ERP operations in the banking network and get acquainted with the solutions and
challenges facing banks in implementing this system [7]. In Section 2, the related articles are reviewed. In the following,
the reasons for the ERP failures are investigated. In the next section, the research methodology is mentioned and then
the conclusions are presented.

2. Literature Review
2.1. ERP

The role of ERP in business activities is expanding rapidly, and in line with it, companies are forced to use
sophisticated software to keep up with the complexity of products, services, and customer expectations as well as market
pressures [8]. The term "ERP" essentially refers to the state in which a large organization is programmed to use its
extensive enterprise resources. These systems were used in the past by most types of large industrial companies.
However, its use has changed and is extremely comprehensive and pervasive [9]. This term can nowadays be referred
to any type of company, no matter what industry is involved in them. In fact, ERP systems are used in all types of small
and large organizations. The user organization needs to be equipped with two or more systems in order to use an ERP
information system in organizations. Modern ERP systems can cover a wide range of functions and integrate them into
a single database [8]. For instance, the functions such as human resources, supply chain management and control,
customer relationship management and control, as well as financial affairs, production functions, and warehousing
control functions are all based on software applications and have databases and internet networks. Today, all of these
functions can continue under one system, which is the ERP system.

2.2. Risk Assessment

The word risk has been interpreted differently depending on its use in different contexts, and authors have come up
with many definitions in this regard. Hence, it is different depending on the point of view, the tendencies and experiences
of different people [10, 11]. Theoretically, risk indicates the probability of deviating from the desired goal at a given
time. The terms such as uncertainty or indefinite conditions, uncertainty about the future, etc. are defined in the risk
theory [12]. It should be noted that risks do not always indicate the undesirable outcomes and may also represent
opportunities. However, the fact that most risks have undesirable outcomes stimulates this thought in different people.
Project Management Body of Knowledge (PBBOK) defines “risk” as follows: Risk is an uncertain situation or event
that if it occurs, it will affect at least one of the objectives of the project. Goals can be the range, time, cost and quality.

The failure factor analysis approach and its effects is a systematic approach to identifying and preventing the
occurrence of a problem in the product and its process that focuses on the prevention of defects, enhancing safety and
enhancing the customer satisfaction [13]. Analysis of failure factors and their effects can be described as a set of targeted
activities to identify and evaluate potential failures of products and processes and their effects [14].

2.3. ERP and Risk Assessment

ERP projects are the IT projects with a high failure rate. According to reports published in August 2017 by the site
of ERPFOCUS, over 60% of the ERP projects fail, and 57% of them are implemented later than the expected time.
Based on another study that was done by SGI about the information technology projects, it was found that 34% of these
projects were delayed or confronted by budget deficiency, 31% were abandoned or faced changes, and only 24% were
finished on time and with the considered budget [3].

The above points indicate that thorough and rigorous studies should be carried out about the ERP projects and the
best alternative should be selected, and all the managers, experts, technicians, etc. should be ready to use a new system
with standardized processes considering the improvement and modification of the information flow in their most
important activities. If the above issues are properly done during the processes ERP implementation, the required
developments will be certain, and it is in such a case that the organization can benefit from the advantages of proper
information systems in the not too distant future. One of the reasons for the failure of ERP projects is that the relevant
managers do not use acceptable criteria to evaluate and manage the risks involved in these projects [15]. Risk
management of enterprise resource planning projects is largely recognized as a complicated task by academics and
professionals. Interactions often occur between risk factors that would likely have indirect effects on the overall project
performance. Unfortunately, the implications of interdependence are usually underestimated by project managers and
decision makers because risk assessment is so difficult for them. ERP projects are very sophisticated approaches in
business companies and hence, their risk factors include various technological, managerial, psychological and
sociological aspects. Risk factors have direct and indirect impact on the projects and play a great role in the success or
failure of the projects. Thus, consideration and evaluation of these factors are crucial for achieving the desired results
and the purpose of implementing these costly projects. Therefore, considering the organizational consequences and
existing risks involved in the ERP projects, it is quite important for companies to find the required ways to maximize
the chances of success in focusing the selecting the ERP system [16].
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Undoubtedly identifying the risk factors that an organization will face during the execution of these projects and their
effects on the success or failure of the project can have a significant impact on enhancing readiness to deal with risk
factors and minimize the likelihood of project failure. Therefore, identifying the risks on the one hand and classifying
them in a way that is perceivable for the managers is very important [3]. Based on the investigations, there are few
studied regarding ERP risk assessment. Moreover, the risks associated with establishment an ERP project under the
BSC dimensions are not yet classified in the literature. Research background were presented in Table 1.

2.4. The Causes of ERP Failure

Despite the many benefits of implementing ERP, organizations seldom implement it fully [17, 18]. Figure 1 lists
some ERP project failure factors in the Balanced Scorecard (BSC) category. The BSC is a combination of organizational
performance metrics that include current, past and future performance metrics. In a balanced scorecard, non-financial
criteria are placed next to financial criteria. The primary purpose of the BSC model is to apply the goals and vision of
the organization in practice. These goals and indicators look at the organization’s performance in four aspects: financial,
customer, growth and learning, and internal processes.

Table 1. Summary of literature review

Reference Research Aim Research methodology

Baykasoglu and Golciik (2020) [19]  Valuating ERP implementation risks Fuzzy FMEA

Kumar (2018) [20] Systematic process safety and mitigation, mapping in ERP Theoretical framework

Dachyar and Prawira (2016) [21] Improve ERP post-implementation Fuzzy FMEA and QFD

Jamshidi et al. (2015) [22] Risk assessment in ERP projects Fuzzy FMEA and Grey Relational Analysis

Zaitar (2014) [23] Risk assessment in ERP projects life cycle FMEA

Jamshidi et al. (2014) [24] Risk assessment in ERP maintenance Fuzzy FMEA and Grey Relational Analysis

Sahno et al. (2013) [25] Performance level assessment of knowledge management framework ~ FMEA and Data Mart

Karaulova et al. (2011) [26] Design of reliable production route system FMEA

Shirouyehzad et al. (2009) [27] Control of failure preferences in ERP FMEA

Hsiao et al. (2007) [28] Key failure factors of ERP QFD and FMEA

Stockholders’ Risks 2 Growth and Learning Risks
Disrupting activities and reducing the response to the customers Creating dependency on system providers; Lack of user support
at the start of the project; Lack of CRM and ERP integration; and resistance to change; Lack of commitment, motivation and
Incorrect selection and insufficient number of ERP modules; professionalism of ERP support and maintenance team members;
Lack of management in appropriation with changes; Inadequate Insufficient expert analysers with commercial and technical
and inefficient infrastructure of information technology; Low I_(nowledge; I__ack pf famlllarltyvylth_the type of processes and_ the|r
participation of key users of the project; Improper management, implementation in the organization and lack of sufficient
selection and control of consultants, ERP vendors and knowledge of the failures of the existing processes; Improper
subcontractors; Lack of commitment and support of the senior culturalization about the users; Misunderstanding the needs of the
managers [29-31]. organization; Lack of using effective individuals in executing the
project; Inappropriate training on new processes, performance and

a

A 4

/. *ing the ERP system [29, 32, 33]
BSC
Process Risks \ J Financial Risks

Confronting new requirements at the time of implementation; Concentration of project managers on financial and technical aspects
Wrong  selection of implementation methodology; Lack of of ERP implementation project and neglecting nontechnical issues
coordination between users in different units associated with a such as individuals; Inadequate and non-realistic budget; High ERP

module; Inappropriate prioritization of existing needs for
implementation; Lack of identifying the weaknesses of the ERP
project; Inconformity and incorrect estimation of the amount of
organization processes covered by ERP; Lack of proper testing prior
to implementation of ERP system; Long delay in the trend of project
implementation; Uncertain and ambiguous changes in structure,
goals, mission of the organization and continuous changes in
requirements; during deployment; Poor planning and management
of the project; Complexity of ERP modules; Lack of investigating
the existing system conditions; Inattention to the re-engineering of
the processes; Lack of perspective and specific strategies in ERP
implementation and inefficient strategic thinking and planning [34-
38] . v

support and maintenance costs [33, 39].

Figure 1. ERP project failure factors based on BSC categorization
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3. Research Methodology

Since this study aims to identify and prioritize ERP implementation risks in the banking industry, the statistical
population of the present study is all branches of one of the banks in Iran. A questionnaire was sent to the IT managers
of all departments. The questionnaire used in this study was designed based on the research model and FMEA to measure
the occurrence, severity, and detection. Solutions are also prioritized using the TOPSIS technique. Figure 2 shows the
research methodology.

Identifying ERP Risks based on BSC FMEA Steps
dimensions 1) “Review the process

2) Brain storms potential failure mods

3) List potential effects of failure

4) Assign severity rankings (1-10)

5) Assign occurrences ranking (1-10)

6) Assign detection rankings (1-10)

ERP risk management using FMEA 7) Calculate the RPNs (1-1000)

(questionnaire filled by 10 Bank's experts) [ 1 8) Develop the action plans
9) Calculate the action

10) Calculate the resulting RPNs

TOPSIS Steps

1) Decision matrix constructions
2) Normalized Decision matrix constructions
Prioritization ERP risks solutions using TOPSIS L _ 3) Weighted Decision matrix constructions )
Method (questionnaire filled by 10 Bank's experts) 4) Calculat!ng the pt_)smve and negative |degl solutions N
5) Calculating the distance of each alternative to the positive and
negative ideal solutions
6) Calculating the relative proximity
7) Rank the alternatives according to their relative proximity

Figure 2. The research methodology

4. Research Results and Findings

After extracting the risks faced by the banking industry using the Delphi outputs, the questionnaire was redistributed
among the bank experts. They were asked to measure the probability of risk occurrence, the severity of and detection a
value ranging from 1 to 10 to obtain the RPNs. Finally, by averaging the obtained RPNs, the risks were ranked using
FMEA in the form of BSC, which were obtained according to Table 2. Finally, the average RPNs obtained in each
dimension are calculated and then the BSC dimensions ranked according to the below table.

Table 2. ERP-related risks in the banking network

Final Dimension rank RPN Risk Row BSC dimension
405.22  Disrupting activities and reducing customer response at the beginning of the project
Mean RPN=315.41 297.78  Inefficient and insufficient IT infrastructure
Rank=1 287.44  Incorrect selection and insufficient number of ERP modules Shareholders
271.22  No proper management of changes
362.77  No familiarity with the type of projects and how to implement them
307.00 Dependence on system suppliers
Mean RPN=279.66 304.89  No commitment, motivation and professionalism of ERP support team members Growth and learning
Rank=3 278.22  Misunderstanding the enterprise needs dimension

253.89  No user support and resistance to change

171.22  Improper culture building for users

Mean RPN=302.93

425.78  Meeting new needs during implementation
366.11  Long delay in the project implementation process

281.77  No proper testing before implementing ERP system Process dimension

a B W DN PO O B ODND PP B~ DN P

Rank=2
254.66  No coordination between users in different units related to a module
186.33  Failure to identify weaknesses in the ERP project
Mean RPN=240.99 285.11  High costs of ERP support and maintenance team . L .
_ ' Financial dimension
Rank=4 196.88 Insufficient and unrealistic budget
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After prioritizing the risks based on the dimensions of the BSC, suggestions will be made to address each risk. After
presenting the solutions, it is necessary to prioritize the solutions. Based on this, the TOPSIS method has been selected
to prioritize solutions. Experts were first asked to introduce three criteria for prioritizing the solution. The decision
matrix is formed after introducing the three criteria of cost, time, and feasibility for multiple solutions. Finally, the
solutions are prioritized using the BT TOPSIS SOLVER software program as shown in Table 3.

Table 3. ERP-related risk management strategies

Risk Solutions Cost Time Feasibility TOPSIS
Rank
. . o Implementation of ERP first in a test environment and on a trial basis 1 3 9 1
Disrupting activities .
and reducing customer  Informing the customers 5 3 9 2
response Minimization of customer presence by encouraging them to use modern 3 7 9 3
banking
The staff participation in the project 3 5 7 1
No user support and Informing employees of the benefits of implementing ERP in the organization 3 7 9 2
resistance to change . - . - . .
Holding training courses and using motivational techniques to improve the level 5 5 7 3
of acceptance of change in the whole organization
Review of organizational activities, identification of weaknesses and
Lack of familiarity shortcomings of each process and implementation of the necessary measures to 5 9 5 1
with the type of eliminate the identified shortcomings.
projects and how to Identification of organizational processes and implementation of BPM business
implement theminthe  yrocess management in the organization in order to accurately execute 9 5 7 )
organization processes: The integration of BPM and ERP from the perspective of researchers
has a significant impact on the implementation of ERP and achieving agility.
Improper culture Culture building that must be done before the integration 7 7 9 1
building for users Holding training classes 7 3 7 2
Use of an in-house analyst in ERP implementation 1 5 9 1
Misunderstanding the  The staff participation in the project 1 3 7 2
enterprise needs . . . . o,
Presence of executive actors in the implementation of the organization’s 9 3 9 3
business process management
Delegation of decision-making power 1 3 9 1
Proper composition of the project team 1 3 9 2
No coordination . o
between users in Proper assignment of responsibilities 1 5 9 3
:iiﬁeren(; ulnits related There is a constant connection between the implementation team and the staff 1 5 9 4
0 a module
Encouragement for communication and collaboration between different units 1 5 9 5
Use of collaborative management and project manager projects 1 9 9 6
Selecting the appropriate implementation approach 5 7 5 1
No proper testing_ Offline testing and commissioning system to find system bugs 7 7 9 2
before implementing )
ERP Proper planning 7 5 9 3
Accurate forecasting of needs 3 1 9 4
Consultation with executive staff 1 3 9 1
. Proper management of expectations 1 7 7 2
Meeting new needs . o )
Continuous communication with external stakeholders 5 7 7 3
Implementation of the right strategy 7 9 7 4
Failure to identify Use of benchmarking to emulate ERP banks better 3 5 9 1
weaknesses in the ERP
project Use of experienced individuals 7 7 7 2
) Precise and clear definition of policy and goals 7
A long delay in the . . . . . .
so . Accurate forecasting of requirements and financial budget required for project
project implementation . . 5 5 9 2
process implementation
Using knowledgeable and capable people, re-engineering processes 9 5 7 3
Strong project management 1 7 9 1
Ambiguous changes in Realistic planning 3 7 9 2
the structure, goals,
mission of the Change management 5 3 7 3
organization and . .
successive changes Sustainable support for senior management 1 7 7 4
Crisis management and considering the worst cases 5 5 7 5
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5. Conclusion

After categorizing the organization’s risks in four dimensions of stakeholders, growth and learning, process, and
finance and ranking them based on FMEA, it was determined that the stakeholder dimension is in the first place, which
shows the effectiveness of this dimension in advancing ERP implementation. The second place is given to growth and
learning, which can be concluded to what extent education and knowledge management can reveal their effects on the
project. The third and fourth ranks are the dimensions of process and finance, respectively, which, although the concern
of most organizations to implement ERP is the financial dimension, is in the last rank of the category. According to the
prioritization given to bank managers, it is suggested to define practical corrective actions in the organization and take
the necessary follow-ups to reduce the risk or reduce the severity of the occurrence and increase the diagnosis. Future
researchers are encouraged to explore how to implement the barriers to ERP implementation known in the present study
in the banking network.
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